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Situation Report #53: COVID-19

Ministry of Health | Health System Emergency Management
Branch

March 18, 2020

Situation:
« Case counts as of March 18, 2020:
o China: 80,894 cases; 3,237 deaths
o Asia & Oceania: 13,158 cases; 170 deaths (South Korea - 84)
o Europe: 80,355 cases; 3,445 deaths (ltaly — 2,503)
o Middle East: 19,501; 1,152 deaths (Iran — 1,135)
o Africa: 591 cases; 14 deaths
o Latin America and Caribbean: 1,322 cases; 8 deaths
o North America: 6,924 cases
» United States — 6,332 cases; 107 deaths
o Canada - 614 cases; 8 deaths
e 22 new cases were reported today in Ontario, bringing the cumulative total to
211 (this includes five resolved cases and one death).
« In Ontario, there are 3380 persons under investigation with lab results pending.

Actions Taken:
e Several important guidance documents, directives, and memorandums are
attached to today’s Situation Report:

o Guidance documents for Food Premises and Personal Service Settings

o The ministry’s Emergency Health Services Division has released a memo
regarding the Provincial Transfer Authorization Centre (PTAC). To further
enhance Ontario’s ability to track and manage COVID-19, the memo
instructs all Ontario hospitals to obtain an interfacility transfer authorization
number through PTAC for all interfacility transfers, including emergency
transfers.

o Canadian Blood Services is issuing an advisory to hospitals predicting the
potential for shortages due to a significant number of collections
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Personal service settings (PSS) are premises at which personal services are offered where

there is a risk of exposure to blood or body fluids and includes premises at which
hairdressing and barbering, tattooing, body piercing, nail services, electrolysis and other
aesthetic services are offered.

What you should know

Coronaviruses are spread mainly from person-to-person through close contact, for
example, in a household, workplace or healthcare centre. There is no vaccine available to
protect against the 2019 novel coronavirus.

There are everyday actions that can help prevent the spread of germs. Take these steps to
reduce exposure to the virus and to protect your health and the health of others:

e wash your hands often with soap and water or alcohol-based hand sanitizer

sneeze and cough into your sleeve

avoid touching your eyes, nose or mouth

avoid contact with people who are sick

e stay home if you are sick

Frequently touched surfaces are most likely to become contaminated, including doorknobs,
light switches, toilet handles, and table tops. Commonly used cleaners and disinfectants are
effective against COVID-19

PSS are not specifically mentioned as an Order for Closure under the Emergency Management
and Civil Protection Act.
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Recommendations to ensure everyone's health and safety is protected

e Ensure all current infection prevention and control practices are adhered to, this
includes but is not limited to:
o Cleaning and disinfecting of surfaces and equipment:
o Increasing the frequency of cleaning frequently touched surfaces;
o Only using disinfectants that have a Drug Identification Number (DIN);
o Checking expiry dates of products used and always follow manufacturer's
instructions; and,
o Performing proper hand hygiene.
e Adhere to social distancing.
o The number of customers should be limited in the premises at any one time,
consider staggering clients or spacing out appointments, if applicable.
e Consider screening of clients.
o Ask clients who have travelled outside of Canada in the last 14 days to delay
their services.
e Do not offer services to those who are ill.
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Coronaviruses are spread mainly from person to person through close contact, for example,

in a household, workplace or healthcare centre. There is no vaccine available to protect
against the 2019 novel coronavirus.

Symptoms

e Symptoms range from mild - like the flu and other common respiratory infections -
to severe, and can include:
o fever, cough, and difficulty breathing
e Monitor symptoms for 14 days after any suspected exposure
e The virus is spread through respiratory droplets
o from person to person through coughing, sneezing, close contact; and
o touching contaminated surfaces.

How to protect yourself and others

There are everyday actions that can help prevent the spread of germs that cause respiratory
illnesses. Take these everyday steps to reduce exposure to the virus and protect your health:

e wash your hands often with soap and water or alcohol-based hand sanitizer;
e sneeze and cough into your sleeve;
e avoid touching your eyes, nose or mouth;

e avoid contact with people who are sick;
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e social distancing (maintain 3 feet distance from anyone coughing or sneezing), and

e stay home if you are sick.

What you should know

e Commonly used cleaners and disinfectants are effective against COVID-19.
e Frequently touched surfaces are most likely to be contaminated.

e Use only disinfectants that have a Drug Identification Number (DIN). A DIN is an 8-
digit number given by Health Canada that confirms it is approved for use in Canada.

e Check the expiry date of products you use and always follow manufacturer's
instructions.

e Clean frequently touched surfaces at least twice per day. In addition to routine
cleaning, surfaces that have frequent contact with hands should be cleaned and
disinfected at least twice per day and when visibly dirty.

e Examples of frequently touched surfaces include doorknobs, light switches, toilet
handles, counters, hand rails, touch screen surfaces, table tops, chairs, food contact
surfaces, meal trays and kitchen and buffet serving utensils.

e Food must be protected from contamination at all times. This may include ensuring
guards or coverings for food, and utensils.

e Food provided for takeout and delivery should be packaged to protect food from
contamination and to be consumed elsewhere.

e Ensure all hand wash sinks are supplied with soap and paper towels or a working
hot air dryer.

In addition to routine cleaning, check with your organization for any specific protocols for cleaning
for COVID-19.
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Cleaning and Sanitizing

Step 1 Cleaners: break down grease and remove organic material from the surface.

o Used separately before using disinfectants.
e Can be purchased with cleaner and disinfectant combined in a single product.

Step 2 Sanitizers: reduce the level of microorganisms to a level that will not
compromise the safety of food products. A food premises may sanitize equipment and
utensils by:

e clean water at a temperature of at least 77° Celsius, or more, for at least 45 seconds;
e a clean chlorine solution of not less than 100 parts per million of available chlorine
at a temperature not lower than 24° Celsius for at least 45 seconds;
e aclean quaternary ammonium compound solution of not less than 200 parts per
million at a temperature not lower than 24° Celsius for at least 45 seconds;
e a clean solution containing not less than 25 parts per million of available iodine at a
temperature not lower than 24° Celsius for at least 45 seconds; or
e other sanitizing agents if,
o they are approved for use by Health Canada, the Canadian Food Inspection
Agency or the medical officer of health for the intended purpose,
o they are used in accordance with the manufacturer's instructions, and
o atest reagent for determining the concentration of sanitizer is readily
available where the sanitizing takes place.

Step 3 Disinfectants: have chemicals that kill most germs. Disinfectants are ideal for
frequently touched surfaces.

e Applied after the surfaces have been cleaned.
e Have a drug identification number (DIN).

Disinfectant wipes
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e Have combined cleaners and disinfectants in one solution.
e May become dry due to fast drying properties. Should be discarded if they become

dry.
e Not recommended for heavily soiled surfaces.

Prepare products for use

e Where possible, use pre-mixed solution.

¢ Read and follow manufacturer's instructions to:
e properly prepare solution
e allow adequate contact time for disinfectant to kill germs (see product label)
e wear gloves when handling cleaning products including wipes

e wear any other personal protective equipment recommended by the manufacturer.

What to do if you develop symptoms?

Self-isolate immediately, use the self assessment tool, and if necessary contact your
public health unit and your health care provider.

To self-isolate:

e Ensure a supply of soap, water and/or alcohol-based hand sanitizer to clean your
hands;

e When you visit your health care provider, avoid using public transportation such as
subways, taxis and shared rides; and

e If unavoidable, wear a mask and sit in the back seat.
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Ministry of Health Ministére de la Santé -
Assistant Deputy Minister Sous-ministre adjointe 0 nta rio
Emergency Health Services Division Division des services de santé d'urgence
56 Wellesley Street West 56, rue Wellesley Ouest
10t Floor 10¢ étage
Toronto ON M5S 2S3 Toronto ON M5S 2S3
Tel.: 416 212-4433 Tél.: 416 212-4433
www.Ontario.ca/health www.ontario.ca/sante
To: Chief Executive Officers
Hospitals
From: Alison Blair

Assistant Deputy Minister
Emergency Health Services

Date: March 18, 2020
Subject: The Provincial Transfer Authorization Centre (PTAC)

Updated requirements during the current Novel Coronavirus
(COVID-19) Pandemic

Due to the evolving situation regarding the Novel Coronavirus (COVID-19) pandemic,
the Ministry of Health (the ministry) is releasing this memorandum regarding the
Provincial Transfer Authorization Centre (PTAC).

Effective immediately, all interfacility patient transfers, including emergency transfers,
between Ontario hospitals require a PTAC issued Medical Transfer (MT) Authorization
Number before transport. This is required for all methods of patient transport (air
ambulance, land ambulance and private transfer service).

There is one exclusion to this memorandum as noted below:

e Federal Nursing Stations do not require an MT Number. Ornge will transcribe
the screening questions and enter it into PTAC on their behalf. An MT
Number will not be issued to the Nursing Station but will be maintained in the
database for tracking purposes.

For Ontario hospitals, prior to arranging a transfer the sending facility must:

1) Login to the online PTAC portal, which is administered by Ornge, at
https://www.hospitaltransfers.com/transfer/login.aspx.

.2
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PTAC Memo — All Ontario Hospitals

2) Complete the PTAC Screening Report. If the patient does not screen positive, an
MT Number will be issued immediately.

3) If the patient is flagged positive, an MT Number will not be issued automatically.
The sending facility is to contact the Ornge Operations Control Centre (OCC) to
process the generation of an MT Number manually. Every effort to ensure a
streamlined process will be made to avoid delay of an emergency transfer.

For more information, please refer to the Ornge PTAC Frequently Answered Question
page at https://www.hospitaltransfers.com/Transfer/fagnew.aspx.

The ministry thanks you in advance for your compliance to this Memorandum which will
further enhance Ontario’s ability to track and manage COVID-19.

Sincerely,

e -

Alison Blair
Assistant Deputy Minister

C: Dr. Homer Tien, President and CEO, ORNGE Air Ambulance
Stuart Mooney, Director, Emergency Health Program Management and Delivery
Branch, Ministry of Health
Clint Shingler, Director, Health System Emergency Management Branch, Ministry
of Health
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URGENT: IMMEDIATE ACTION REQUIRED

To: ALL HOSPITAL SITES
From: National Emergency Blood Management Committee*
Subject: GREEN PHASE ADVISORY
National Inventory Advisory
Date and 2020-03-17 0600 (EST)
time of
issue
Inventory
Availability GREEN PHASE ADVISORY
Phase
Product(s) ALL Fresh Blood Components and Plasma Protein Products
Description | The impacts of COVID-19 are affecting blood supply planning at Canadian Blood Services.
Inventory of all products are at green phase levels, however; Canadian Blood Services is
predicting the potential for shortages due to a significant number of collections
cancellations.
In consideration of these impacts on the blood supply and the experience of other blood
operators pertaining to the COVID-19 pandemic, this Green Phase Advisory applies to
ALL blood components and products. Due to the dynamic and evolving nature of this
situation, the advisory status may be escalated quickly if demand outpaces supply.
The NEBMC wants to emphasize that Canadian Blood Services donor collection centres are
areas of wellness and the importance of healthy individuals continuing to donate. Canadian
Blood Services continues to liaise with senior officials in PHAC and Ministries of Health in
this regard.
Impact on | Action Required:
hospitals | Hospitals are asked to ensure the utilization of all blood components follow best practice,
with particular attention paid to platelets and O Rh negative red blood cells. The National
Advisory Committee on Blood and Blood Products has developed a checklist and list of
considerations, for reference (Attachment 1).
All hospitals are to provide inventory levels for all blood groups of red blood cells and
platelets by 1200 noon EST each day until further notice. Hospital inventory is to be
reported via the Blood Component and Product Disposition system:
https://www.blood.ca/en/hospitals/blood-component-and-product-disposition-system , or in
accordance with usual provincial practices (British Columbia and Manitoba).
For more | For additional info, contact:
information | 1. Your Hospital Liaison Specialist, Canadian Blood Services
2. Your representative to the Provincial Emergency Blood Management Committee
3. Your representative to your Hospital Emergency Blood Management Committee

*The National Emergency Blood Management Committee is comprised of the National Advisory Committee on Blood and Blood
Products, Provincial Territorial Blood Liaison representatives and key Canadian Blood Services personnel. This group will develop
recommendations and provide advice to the P/T Ministries of Health, hospitals and regional health authorities, and Canadian B lood

Services to s

upport a consistent and coordinated response to critical blood shortages in Canada.

For information about the National Blood Shortages Plan, please see: http://www.nacblood.ca/resources/shortages-plan/index.html

If you require this advisory in an accessible format, please contact your local Canadian Blood Services Hospital Liaison Specialist.
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National Blood Shortage Contingency Planning During a Pandemic:
Hospital Transfusion Medicine Laboratory (TML) Checklist and Considerations

General Blood Contingency Checklist:

O Ensure your provincial and local emergency coordinating centres aware of the Blood
Contingency plans and how they would play into pandemic activities.

o Clarify if you have different mechanisms to report as a PEBMC in the context of pandemic versus
an isolated blood shortage.

O Ensure your medical leaders and clinical front line staff aware of the contingency plans and Red
Phase emergency framework.

o Ensure you have the capacity for sustained daily inventory reporting of components by blood
group.

O Ensure you have mechanisms in place to ensure compliance with Amber and Red Phase criteria.
O Ensure screening documentation tools available for your blood bank or triage staff.

o Clairify procedures for site-to-site component and product shipment in case of need for
engagement of blood redistribution.

O Maximize use of alternative strategies to RBC and platelet transfusion (iron, folate,
erythropoietin, thrombomimetics and tranexamic acid)
o Do you need to coordinate with provincial pharmacy partners to increase stocks or
change policies for access?

o Evaluate policies for patients requiring Home Infusion/Home Therapy Products which are picked
up from Transfusion Medicine Laboratories (ex. SCIG, coagulation factor concentrates)

o What is the currently permitted volume of product issued at one time?

o Can designated individuals pick up product for patients? If so, what criteria are in place
(ex. letter from the patient; presentation of the patient name and healthcare number,
plus photo ID of the person picking up product, etc.)

o Are there designated facilities where this product can be accessed? Should this be
consolidated to a single site?

O Ensure that you are aware of provincial and individual site plans for:
o Elective surgery — cancelled or ongoing?

ECMO support for intubated COVID-19 patients — planned or not?
Stem cell and solid organ transplants — criteria for when they will proceed?
Prophylactic Sickle Cell exchanges — switch to top up RBC vs Cancel?
Chronic transfusion recipients/marrow failure — altered thresholds? Home infusion
opportunities? When would they stop prophylactic platelet transfusion? Role of
preemptive alternatives now?
o CVsurgery —smaller circuits? emergency cases only? enhanced preoperative anemia

optimization?

@)
@)
@)
@)
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Specific Blood Inventory Considerations:

Red Blood Cells (RBC):
o Is blood group testing on your essential test menu to ensure that blood banks can
maximize non-O transfusion even in staffing shortages?
o Canyou ensure that O negative RBC are being utilized only for females of childbearing
potential?
o Does your facility have the ability to split/aliquot RBC units? What are implications to
out-dating?
o Where is your RBC inventory across the province?
o What s the “red line” inventory for RBC emergency stock in all of your facilities?
o Are there opportunities for further redistribution of stock in your jurisdictions to avoid
wastage?
o When should there be a change to irradiation criteria to preserve RBC inventory?
= Can RBC beirradiated at the time of product issue, if an on-site irradiator is
available?
=  Should older units be issued to patients requiring irradiated blood?
e Recent evidence (pending publication) suggests non-irradiated RBC
units >21 days old have no viable lymphocytes.
o If extending RBC shelf life becomes necessary, is your facility able to wash (additive
deplete and saline replace) RBC?

Platelets:
o Does your facility have the ability to split/aliquot platelets in your facilities? What are
implications to out-dating?
o If extending platelet shelf life becomes necessary, would you have refrigerator space to
accommodate cold storage of platelets?
= |t may be possible to extend platelet storage life to 10-11 days for use in the
acute bleeding/trauma setting (unsuitable for prophylactic transfusion).

Plasma:
o Are any patients requiring plasma exchange at this time? What is the projected
treatment course and what are considerations for alternative therapies?

Cryoprecipitate:
o Does your lab have LIS codes or policies to facilitate fibrinogen concentrate use (instead
of cryoprecipitate) in your facility? Have your clinical teams been trained to administer
fibrinogen concentrate?
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PANDEMIC PREPAREDNESS

, Prevent blood shortages during COVID-19:
YOU can make a difference

For non-bleeding, asymptomatic patients:
Follow red _ )
#1 blood cell * Transfuse 1 unit at a time and reassess
* Blood is rarely needed when hemoglobin is > 70g/L

guidelines * Do not transfuse RBCs for iron deficiency

#2 Follow *  Prophylactic platelet transfusion generally not required
platelet when platelets > 10 x 10°
guidelines * Follow your hospital guidelines

#3 Carefully * FP does not improve mildly elevated INRs (< 1.8) and is
consider not indicated
frozen *  Correction of mildly elevated INRs or aPTTs before most

procedures is not recommended
* Non-bleeding patients with cirrhosis or end-stage liver
disease rarely need FP (including pre-procedure)
* Use fibrinogen concentrate (not cryoprecipitate) to
replace fibrinogen in bleeding patients:
For obstetrics < 2.5 g/L for all other patients < 1.5 g/L

plasma (FP)

Avoid Don’t perform laboratory blood testing unless clinically

#4 latrogenic indicated or necessary for diagnosis or management in order to
anemia avoid iatrogenic anemia.

#5 TXA for Use tranexamic acid (TXA) early for trauma, traumatic
Hemorrhage brain injury (TBI), orthopedic, spine and cardiac
Control surgery, and obstetrical hemorrhage

If you feel well, please donate blood: o

1.  Choosing Wisely Recommendations - Transfusion Medicine
Blood Easy 4 guide

[

3. ISociety of Interventional Radiology Consensus Guidelines for the Periprocedural Management of Thrombotic and Bleeding Risk in Patients Undergoing
Percutaneous Image-Guided Interventions.
4. The Ontario Contingency Plan for Management of Blood Shortages Ontario Blood Contingency Plan ‘

March 2020 ON ver 1 Acknowledgement to: BC Emergency Blood Management Committee (BC EMBC) Ontario Regional Blood Coordinating N
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Dealing with Phishing and Malware

Phishing

Phishing and fraudulent emails remain a prominent way in which attackers can gain access and
compromise security; malicious parties can try to steal credentials and make victims think the emails
come from a trusted party and attempt to convince them to click on malicious links or malicious
attachments.

The Canadian Anti Fraud Centre provides educational material and guidance on various fraudulent
activities including phishing and related scams, more information can be found at the following site:
http://www.antifraudcentre-centreantifraude.ca/fraud-escroquerie/types/phishing-
hameconnage/index-eng.htm

Preparation

Preparation is key to preventing malicious infections, including ransomware, and to reducing the
impact when they occur. These are some steps you can take:

e Have Backups
o Backup all data on an isolated and protected server with separate authentication
protocols and credentials.
o Ensure that your backup strategy allows you to restore files to any point in time up
toa minimum of two weeks prior to the most current backup.

e Regularly patch your environment
o Have a method of getting informed about vulnerabilities.
o Have a plan for responding to vulnerabilities on your systems and ensure you can
activate it quickly.

e Secure services on your systems
o Use multi-factor authentication for login wherever possible.
o Do not have Remote Desktop Protocol (RDP) exposed on Internet-facing systems. It
is trivial for attackers to exploit these systems.
o If there is no need for Remote Desktop Protocol (RDP) running on a server, disable it.

e Educate your users on cyber security best practices

o Conduct internal phishing campaigns to educate employees on the dangers of
phishing.

o Enable the use of passwords containing lower/upper case letters, numbers and
special characters wherever possible.

o Recommend that passphrases are used for passwords when possible, avoiding
dictionary words.

o Encourage users not to use the same password for all their accounts; different
passwords for different accounts is the best practice.

o Consider sources such as the ones below for more information

= http://www.rcmp-grc.gc.ca/scams-fraudes/ransomware-rancongiciels-

eng.htm

Page 1 of 5
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Dealing with Phishing and Malware

= Contact cyberadvice@ontario.ca for educational materials and advice.

Develop and document incident response policies, procedures and operational guidelines,
with the following guiding questions:
o Do you know who to contact in case of a Cyber incident?
o Do you know what entities your organization connects with? Are you connected to
another group/ organization to provide or receive data/services?
o Can you procure cyber incident response and legal services quickly if needed?
Consider putting these services on retainer if you can.
o Do you have cyberinsurance?
o Do you have a BCP plan for cyber incidents?

Assess threat detection capabilities
o What are your in-house capabilities around detecting and responding to cyber
threats?
o How can you address gaps (if any)?

Perform ongoing collection and analysis of threat intelligence
o Areyou subscribed to information feeds about potential cyber threats to your
sector?
o Consider signing up for the Canadian Centre for cyber security’s alerts.

Email Protection

o Do you have spam filtering or any email protection in place? Spam filtering will
reduce your exposure to fraudulent, phishing and potentially malicious messages.

o Consider email attachment filtering, allowing only attachment types required for
business.

o Consider sanitizing attachments such as macros in Microsoft office files and
JavaScript before email attachments are delivered to users.

o Consider having email attachments scanned by an anti-virus tool.

o Consider disabling active content in email messages, this will mean that users need
to copy and paste web addresses into their browser.

o Consider an email/ phishing education campaign to make sure that all users are
familiar with phishing and related threats.

o Reach out to cyberadvice@ontario.ca if you need more information

o See the links in the Additional Resources section for Office365 and Google Suite
configuration tips if you are using either of those services for email

o Consider the source below for more information and guidance:
https://www.cyber.gov.au/publications/malicious-email-mitigation-strategies

Page 2 of 5
LOW SENSITIVITY



mailto:cyberadvice@ontario.ca

mailto:cyberadvice@ontario.ca

https://www.cyber.gov.au/publications/malicious-email-mitigation-strategies



November 25, 2019

Dealing with Phishing and Malware

Containment and Neutralization

What to do when you experience a malware infection (including ransomware).

1.

If you have an IT service provider, call them immediately.
Take steps to isolate your environment from any organization that connects with yours. This
can be in the form of firewall blocks or disabling ENA connections.
Contact organizations that are connected to yours and advise them of the situation so that
they can take precautions on their end.
Speak to your users and try to identify the source of the infection. Did they open an email
attachment or click on a strange link? Record these details. They canalso help you identify
security gaps.
If you have a Web Security Gateway, Firewall or Proxy service, check the log files for
suspicious alerts. These can identify IP addresses for you to block and could be used to help
other organizations determine if they were impacted. Your IT service provider should be
able toassist with this.
Was any information compromised (especially personally identifiable information)?

a. This can be tricky to determine without professional help. We strongly recommend

bringing in professional services to help with this step.

If you have staff on-site to respond to the incident, consider the stepsbelow:

1.

2.

Are the impacted systems connected to your organization’s network?

a. If they are connected to your organization’s network, disconnect them immediately.

b. Does the infected system(s) have access to network shares? If it does, the shares
were likely impacted.

c. Can all infected machines be immediately identified and isolated?

i. Isolation can be in the form of pulling network cables, shutting machines
down, disabling VPN accounts used by impacted remote users.
(For ransomware infections), is a copy of the ransom note available?

a. Make note of the ransom note file content and file extension. Both can be usedto
identify the ransomware family.

b. Make note of the “Properties” tab of the ransom note file. This can help you identify
where the infection originated from.

c. Check to see if the user listed as the Owner of the file is a user account with anon-
generic name. If it is, have the user disconnected from the network (VPN account
disabled, AD account disabled, Machine isolated).

d. Google the specifics of the note file, the extension of the file name and the location
ofthe ransomware executable to try to identify the family it belongs to. Check
resources below to seeif a Decryptor might be available.

e. Can any of the files be opened?

Page 3 of 5
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Dealing with Phishing and Malware

f. Have file extensions changed?
Are there any email addresses or other indicators of compromise available?
Did anyone receive any unusual emails, or accidentally click on any unusual sites?
Have any IT staff carried out any actions, or attempted to clean the infection?

o vk~ w

Was antivirus software installed and working?
a. Was it up-to-date?

7. Is File Access Auditing enabled on the infected server?

a. This can help you determine if a specific user account created/modified files as a
resultof the infection so you can have it disabled. It can also aid in determining if a
compromised account accessed sensitive information.

Data Recovery
Questions to raise and items to consider:

Do Backups exist?
If backups exist, what kind of backups are they?
Have the backups been tested?

P w N e

If backups are encrypted or otherwise not available, can key data be recovered
viatemporary files or forensic methods?

5. Once all impacted machines have been identified and isolated, Firewall blocks
restrictingaccess to the Organization’s network can be removed.

Can the impacted machines be re-imaged?

Can the malware family be identified and if so, can a decryptor be found?

Additional Resources

Enterprise Survival Guide for Ransomware Attacks — SANS Institute https://www.sans.org/reading-
room/whitepapers/incident/enterprise-survival-guide-ransomware- attacks-36962

Demisto Ransomware Playbook
https://www.demisto.com/playbook-for-handling-ransomware-infections/

Windows Defender ATP customer engagement — Ransomware response playbook
https://www.microsoft.com/en-us/download/details.aspx?id=55090

Ransomware Decryptors
When you have identified the ransomware and are looking for decryptors, please use the
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November 25, 2019

Dealing with Phishing and Malware

links/resources below, these are actively maintained lists of ransomware decryptors.

https://noransom.kaspersky.com/
https://www.watchpointdata.com/ransomware-decryptors/
https://www.nomoreransom.org/en/index.html https://gitlab.com/invsec/free-ransomware-

decryptors-list

Tool to identify ransomware family (can identify some ransomware families)

Ransomware family identification can be a manual process, but there is a tool that can assist.

The tool requires you to upload a copy of the ransomware note and an encrypted file, it then checks
its internal databases to categorize it and identify if any decryptors are available.

https://id-ransomware.malwarehunterteam.com/index.php

Office365 and G Suite Admin Configuration
Do Google or Microsoft host your email? Check out the links below for information on enhancing
security for G Suite and Office365.

G Suite Admin - Advanced Phishing and Malware Protection
Protect Against Threats in Office365
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UNCLASSIFIED
CYBER SECURITY ADVISORY — CORONA PHISHING

March 17, 2020

EXECUTIVE SUMMARY

You are receiving this advisory to make you aware of increased Phishing and malicious activity using
the COVID19/ CORONA Pandemic as a lure.

It is strongly recommended that organizations follow email hygiene/ phishing best practices to
defend against this increased activity.

HOW DOES THIS INCIDENT AFFECT MY ORGANIZATION?

Phishing and fraudulent emails remain a prominent way in which attackers can gain access and
compromise security; malicious parties can try to steal credentials and make victims think the
emails come from a trusted party and attempt to convince them to click on malicious links or
malicious attachments.

We are aware of phishing scams using the Corona pandemic as a lure and of sophisticated threat
actors including multiple state backed APT groups using these phishing emails as well.

WHAT SHOULD | DO?

As soon as possible, forward this notification to your cyber security personnel or IT partners for
immediate action.

TECHNICAL DETAILS:

Threat actors are known to be sending alerts that appear to be from the World Health Organization,
pose as official communications from University personnel, purport to have information on the
spread of Coronavirus, as well as emails that target personnel who are working from home.

In addition to this, we are also aware of recently registered domains "selling" masks and sanitizer,
and scams featuring “doctors” pretending to work for the Centers for Disease Control and
Prevention (CDC) asking people to download attachments for more information or to donate
bitcoin.

We have some indicators of compromise, you can receive these by emailing
cyberadvice@ontario.ca , with the subject line “corona ioc”
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UNCLASSIFIED
CYBER SECURITY ADVISORY — CORONA PHISHING
RECOMMENDED ACTION:

The Canadian Anti Fraud Centre provides educational material and guidance on various fraudulent
activities including phishing and related scams, more information can be found at the following site:
http://www.antifraudcentre-centreantifraude.ca/fraud-escroquerie/types/phishing-
hameconnage/index-eng.htm

We would also recommend reviewing the attached Malware and Security preparedness
recommendations document.

FOR FURTHER INFORMATION

If you find any of the indicators of compromise (I0Cs) on your networks, have related information
or any questions, please contact cyberadvice@ontario.ca

NO WARRANTY

This Cyber Advisory contains third party content and links. CS CoE does not control or maintain third
party links and makes no representation or warranty that the link will still work when you click on it
or the service or content is useful, appropriate, virus-free or reliable. It is your responsibility to
determine whether you want to follow any link or agree to receive or rely on any service or content
that is made available to you.

Cyber Security CoE is providing information about a known threat for potential use at the sole
discretion of recipients to protect against cyber threats. This notification is provided to help health
care organizations enable cyber preparedness and resilience.

DEFINITIONS:

Cyber Security Threats or Incidents are events that may present risk to the security (i.e.
confidentiality, availability or integrity) of an organization’s information assets, systems and
networks.

) Cyber Security THREAT Advice is issued when NO ACTIVE EXPLOITS are observed. Purpose of
the advice: to enable organizations to prepare for and mitigate cyber threats.

. Cyber Security INCIDENT Advice is issued when an ACTIVE EXPLOIT is observed. Incident
advice is time sensitive to inform partner organizations of an ongoing cyber incident for a
timely response and remediation.
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Ministry of Health Ministére de la Santé o nta ri o @

Office of the Deputy Minister Bureau du sous-ministre
777 Bay Street, 5t Floor 777, rue Bay, 5e étage
Toronto ON M7A 1N3 Toronto ON M7A 1N3
Tel.: 416 327-4300 Tél. : 416 327-4300
Fax: 416 326-1570 Téléc. : 416 326-1570

March 18, 2020

MEMORANDUM TO: Health System Organizations and Providers

SUBJECT: Update on COVID-19 Preparations and Actions

In follow-up to our last communication, we sharing the following updates from the provincial
Command Table on key preparations that are being taken to address COVID-19:

e Additional guidance is to be released by Ontario’s Chief Medical Officer of Health
concerning (as soon as possible):

o Public health measures for health care workers returning from travel outside of
Canada, including those who work in long-term care homes

o Restriction of visitors to hospitals, with some exceptions (similar to the restrictions
effective in long-term care homes)

o Ramp-down of elective and non-emergent activities for Regulated Health
Professionals or group practices of Regulated Health Professionals

e A team from Ontario Health, the Ministry of Health, the Ministry of Long-term Care and
others will centralize and continue the work of assessing additional spaces in the
community, such as hotels and retirement homes, which could be safely utilized to
alleviate immediate hospital and long-term care capacity pressures.

e Augmented capacity to respond to COVID-19-related calls at Telehealth coming online,
including doubling the number of call lines and increasing the number of Registered
Nurses, as well as working with a broader network of organizations to support call
response and triage.

e Focused efforts to rapidly expedite procurement continuing, including centralized

procurement of additional ventilators; purchased personal protective equipment including
gloves and surgical masks to support the COVID-19 response.

1615-02 (01/14) 7530-4659





e A team will be dedicated to identifying and removing legislative, regulatory and policy
barriers to enable health care providers to quickly and effectively deliver the care and
services needed during this emergency period.

We will continue to communicate progress on these actions as they are implemented.

Thank you for your ongoing engagement with your local partners to prepare for business
continuity and for COVID-19’s impact on the health system.

Sincerely,

(original signed by)

Helen Angus Dr. David Williams Matthew Anderson
Deputy Minister Chief Medical Officer of Health  President and CEO
Ministry of Health Ministry of Health Ontario Health

14-075






cancellations related to COVID-19. Hospitals are asked to ensure the
utilization of all blood components follow best practice. The National
Advisory Committee on Blood and Blood Products has developed a
checklist and list of considerations. The National Emergency Blood
Management Committee also developed a poster.

o A Cyber advisory has been shared with the health system to highlight
increased phishing and malicious activity using the COVID19/ CORONA
Pandemic as a lure. It is strongly recommended that organizations follow
email hygiene/ phishing best practices to defend against this increased
activity.

o A summary of today’s Command Table meeting is attached.

This e-mail may contain confidential and/or privileged information for the sole use of the
intended recipient.

Any review or distribution by anyone other than the person for whom it was originally
intended is strictly prohibited.

If you have received this e-mail in error, please contact the sender and delete all copies.
Opinions, conclusions or other information contained in this e-mail may not be that of the
organization.

Situation Report #52: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 17, 2020

Situation:
e Case counts as of March 17, 2020:
o China: 80,881 cases; 3,226 deaths
o Asia & Oceania: 12,373 cases; 147 deaths (South Korea - 81)
o Europe: 66,110 cases; 2,815 deaths (ltaly — 2,158)
o Middle East 452 cases; 9 deaths
o Latin America and Caribbean: 1,045 cases; 7 deaths
o North America: 5,011 cases
e United States — 4,578 cases; 87 deaths
e Canada - 433 cases; 5 deaths
e 9 new cases were reported today in Ontario, bringing the cumulative total to 186
(this includes 5 resolved cases).



« In Ontario, there are 1567 persons under investigation with lab results pending.

o The first death in Ontario potentially related to COVID-19 was reported today.
The individual was a man in his 70s who was a close contact of a positive case
and COVID-19 was recently identified after death. The coroner's investigation is
ongoing and more will be known about the specific cause of death in the days
ahead.

Actions Taken:

e The Premier of Ontario has declared an emergency under s.7.0.1(1) of the
Emergency Management and Civil Protection Act. Under this declaration and
its associated orders, the following establishments are legally required to close
immediately:

= All facilities providing indoor recreational programs;

= All public libraries

= All private schools as defined in the Education Act,

= All bars and restaurants, except to the extent that such facilities
provide takeout food and delivery;

= All theatres including those offering live performances of music,
dance, and other art forms, as well as cinemas that show
movies; and

= Concert venues.

o All organized public events of over fifty people are also prohibited,
including parades and events and communal services within places of
worship. These orders were approved by the Lieutenant Governor in
Council and will remain in place until March 31, 2020, at which point
they will be reassessed and considered for extension, unless this order
is terminated earlier.

o These Orders in Council have been attached to the Situation Report.

o The province has also announced investing up to $304 million to
enhance the province’s response to COVID-19, the details of which can
be found in the news release.

o The Society of Obstetricians and Gynaecologists of Canada issued a
committee opinion regarding COVID-19 during pregnancy. Information can be
found on their website.

o Guidance for Long-Term Care Homes and Independent Health Facilities have
been updated and are available on the Ministry of Health’'s website. A
checklist for Long-Term Care homes has also been uploaded.

e Public Health Ontario has updated their site related to COVID-19 testing
including an updated list of accepted swab types.

« The Ontario Government website is being updated throughout to reflect the
evolving situation including information from this morning’s announcement
around the province declaring a state of emergency.



https://news.ontario.ca/opo/en/2020/03/ontario-enacts-declaration-of-emergency-to-protect-the-public.html
https://sogc.org/en/content/featured-news/Updated-SOGC-Committee-Opinion%E2%80%93%20COVID-19-in-Pregnancy.aspx
http://www.health.gov.on.ca/en/pro/programs/publichealth/coronavirus/2019_guidance.aspx
https://www.publichealthontario.ca/en/laboratory-services/test-information-index/wuhan-novel-coronavirus
http://www.ontario.ca/coronavirus

This e-mail may contain confidential and/or privileged information for the sole use of the
intended recipient.

Any review or distribution by anyone other than the person for whom it was originally
intended is strictly prohibited.

If you have received this e-mail in error, please contact the sender and delete all copies.
Opinions, conclusions or other information contained in this e-mail may not be that of the
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Situation Report #51: COVID-19

Ministry of Health | Health System Emergency Management
Branch

March 16, 2020

Situation:

e Case counts as of March 16, 2020:
o China: 80,860 cases; 3,213 deaths
o Asia & Oceania: 12,055 cases; 136 deaths (South Korea - 75)
o Europe: 63,446 cases; 2,763 deaths (Italy — 2,158)
o Middle East: 16,655 cases; 868 deaths (Iran - 853)
o Africa: 371 cases; 7 deaths
o Latin America and Caribbean: 713 cases; 5 deaths
o North America: 4,507 cases
e United States — 4,171 cases; 70 deaths
o Canada - 336 cases; 4 deaths (all deaths are in British Columbia)
e 32 new cases were reported today in Ontario, bringing the cumulative total to
177 (this includes 5 resolved cases).

« In Ontario, there are 1537 persons under investigation with lab results pending.

Actions Taken:

o Working closely with Telehealth Ontario, Ontario Health and the Registered
Nurses Association of Ontario, the province has announced it is expanding
TeleHealth service capacity to help address the increased daily call volumes
and reduce call wait times.

e The Federal Government announced a number of new measures today


https://news.ontario.ca/mohltc/en/2020/03/province-expanding-telehealth-ontario-resources.html

including:

o Canada will be closing its borders to foreign travellers. Exceptions will be
made for air crews, diplomats, immediate family members and U.S.
citizens.

o Airlines will ban anyone who is showing symptoms of the virus from
getting on a plane.

o All international flights will be redirected to one of four airports in Canada
(Toronto, Vancouver, Montreal and Calgary).

e The Ontario Chief Medical Officer of Health announced additional public health
measures during today’s press conference. Further details will be provided.

« Guidance for pharmacies has been updated and is available on the Ministry of
Health’s website. Additional guidance documents will follow tomorrow.

« A summary of today’s Command Table meeting is attached.

This e-mail may contain confidential and/or privileged information for the sole use of the
intended recipient.

Any review or distribution by anyone other than the person for whom it was originally
intended is strictly prohibited.

If you have received this e-mail in error, please contact the sender and delete all copies.
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Situation Report #50: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 15, 2020

Situation:
e Case counts as of March 15, 2020:
o China: 80,844 cases; 3,199 deaths
o Asia & Oceania: 11,171 cases; 131 deaths (South Korea - 75)
o Europe: 51,486 cases; 2,330 deaths (Italy — 1,809)
o Middle East: 15,378 cases; 738 deaths (Iran - 724)
o Africa: 267 cases; 6 deaths
o Latin America and Caribbean: 500 cases; 5 deaths
o North America: 3,358 cases
e United States — 3,111 cases; 62 deaths


http://www.health.gov.on.ca/en/pro/programs/publichealth/coronavirus/docs/2019_pharmacies_guidance.pdf
http://www.health.gov.on.ca/en/pro/programs/publichealth/coronavirus/docs/2019_pharmacies_guidance.pdf

Canada - 247 cases; 1 death
e 41 new cases were reported today in Ontario, bringing the cumulative total to
142 (this includes 5 resolved cases).
« In Ontario, there are 1316 persons under investigation with lab results pending.

Actions Taken:

e The Minister of Health has released a statement regarding elective surgeries.
This was followed by a memo from Deputy Minister Helen Angus, Dr. David
Williams and Matthew Anderson (attached). The links to the statement are
below:

o EN: http://news.ontario.ca/mohltc/en/2020/03/ontario-hospitals-asked-to-
take-a-planned-approach-to-ramping-down-elective-surgeries.html

o FR: http://news.ontario.ca/mohltc/fr/2020/03/les-hopitaux-de-lontario-
invites-a-adopter-une-approche-planifiee-pour-reduire-le-nombre-
doperations.html

This e-mail may contain confidential and/or privileged information for the sole use of the
intended recipient.

Any review or distribution by anyone other than the person for whom it was originally
intended is strictly prohibited.
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Situation Report #49: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 14, 2020

Situation:
e Case counts as of March 14, 2020:
o China: 80,824 cases; 3,189 deaths
o Asia & Oceania: 10,893 cases; 123 deaths (South Korea - 72)
o Europe: 44,840 cases; 1,796 deaths (Italy — 1,441)
o Middle East: 13,874 cases; 623 deaths (Iran - 611)
o Africa: 154 cases; 4 deaths
o Latin America and Caribbean: 273 cases; 2 deaths
o North America: 2,875 cases
e United States — 2,657 cases; 50 deaths


http://news.ontario.ca/mohltc/en/2020/03/ontario-hospitals-asked-to-take-a-planned-approach-to-ramping-down-elective-surgeries.html
http://news.ontario.ca/mohltc/en/2020/03/ontario-hospitals-asked-to-take-a-planned-approach-to-ramping-down-elective-surgeries.html
http://news.ontario.ca/mohltc/fr/2020/03/les-hopitaux-de-lontario-invites-a-adopter-une-approche-planifiee-pour-reduire-le-nombre-doperations.html
http://news.ontario.ca/mohltc/fr/2020/03/les-hopitaux-de-lontario-invites-a-adopter-une-approche-planifiee-pour-reduire-le-nombre-doperations.html
http://news.ontario.ca/mohltc/fr/2020/03/les-hopitaux-de-lontario-invites-a-adopter-une-approche-planifiee-pour-reduire-le-nombre-doperations.html

o Canada - 218 cases; 1 death
e 22 new cases were reported today in Ontario, bringing the cumulative total to
101 (this includes 5 resolved cases).
o In Ontario, there are 939 persons under investigation with lab results pending.
e The Government of Canada announced that a third person from the Grand

Princess cruise ship who is currently in quarantine at CFB Trenton has tested
positive for COVID-19.

Actions Taken:

e An initial COVID-19 Self Assessment Tool has been posted to the Ontario
Government site. Individuals who suspect they have COVID-19 can consult this
tool to determine whether and how to seek further care. An automated click-
through version of the tool is under development.

e The ministry received a number of questions regarding the updated case
definition as well as the recent announcements regarding travel:

o The latest case definition shared yesterday clarifies that testing should
continue to be conducted for individuals who are symptomatic and have
travelled or have had close contact with someone who has travelled or a
confirmed case. Asymptomatic individuals should not be tested. The
ministry will continue to monitor and consider modifications to the testing
criteria.

o A number of travel-related announcements have been made over the past
48 hours. As this continues to be a rapidly-evolving area, the ministry will
have further discussions with other jurisdictions and attempt to clarify
recommendations as well as other questions (e.g. health care workers).

= The current guidance from the Chief Medical Officer of Health
generally requests returning travellers to self-monitor for 14 days.
There are exceptions for children as well as for travellers to specific
areas of concern (e.g. Hubei) who are being requested to self-
isolate.

This e-mail may contain confidential and/or privileged information for the sole use of the
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Ministry of Health | Health System Emergency Management
Branch

March 13, 2020

Situation:

e Case counts as of March 13, 2020:

o China: 80,813 cases; 3,176 deaths

o Asia & Oceania: 10,401 cases; 110 deaths (South Korea - 67)

o Europe: 34,033 cases; 1,461 deaths (Italy — 1,266)

o Middle East: 12,217 cases; 526 deaths (Iran - 514)

o Africa: 154 cases; 4 deaths

o Latin America and Caribbean: 273 cases; 2 deaths

o North America: 1,920 cases

e United States — 1,762 cases; 41 deaths
o Canada - 158 cases; 1 death

e 20 new cases were reported today in Ontario, bringing the cumulative total to 79
(this includes 5 resolved cases).

e In Ontario, there are 580 persons under investigation with lab results pending.

e The Government of Canada announced that a second person from the Grand

Princess cruise ship who is currently in quarantine at CFB Trenton has tested
positive for COVID-19.
Actions Taken:

o The Government of Canada has warned against all international travel. All
travellers arriving in Canada from international points are being asked to self-
isolate for 14 days as a precaution.

e The ministry revised the COVID-19 case definition to clarify who
should be tested. We are asking all providers not to test
asymptomatic individuals.

e The Chief Medical Officer of Health issued a memo (attached) discussing

Enhanced Public Health measures for COVID-19. Highlights from this memo
include:

« Advising the people of Ontario to avoid all non-essential travel outside of
Canada. If you decide to travel outside of Canada with children, they will
be required to self-isolate for a period of 14 days upon return.

« Similar to recent guidance for long-term care and retirement homes, all
licensed child care centres are asked to actively screen children, parents,
staff and visitors for any symptoms and travel history that may be related
to COVID-19 based on the ministry’s case definition.

o« Recommending the immediate suspension of all large events and public
gatherings of over 250 people. Organizers who have questions about
smaller gatherings are encouraged to contact their local public health unit.

o The Chief Medical Officer of Health also issued a memo to Long-Term Care
Homes, Retirement Homes, Supportive Housing, Hospices and other



congregate care settings on allowing only essential visitors.
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Situation:
e Case counts as of March 12, 2020:
o China: 80,793 cases; 3,169 deaths
o Asia & Oceania: 10,245 cases; 102 deaths (South Korea - 62)
o Europe: 28,593 cases; 1,198 deaths (Italy — 1,016)
o Middle East: 11,055 cases; 440 deaths (Iran - 429)
o Africa: 130 cases; 3 deaths
o Latin America and Caribbean: 195 cases; 2 deaths
o North America: 1,445 cases
« United States — 1,336 cases; 36 deaths
e Canada - 109 cases; 1 death
17 new cases were reported today in Ontario, bringing the cumulative total to 59

(this includes 5 resolved cases).

« All cases in Ontario so far have been travel related, with investigation
ongoing to determine the source of infection for one case announced
yesterday.

« In Ontario, there are 536 persons under investigation with lab results pending.

« A statement was issued today indicating that, based on advice from Dr. David
Williams, Ontario's Chief Medical Officer of Health and the experts at the
COVID-19 Command Table, the Minister of Education has issued a Ministerial
Order to close all publicly funded schools in Ontario for two weeks following
March break, in response to the emergence in Ontario of COVID-19. This order
was approved by the Lieutenant Governor in Council.

« Atthe 4:00pm press conference, Dr. Williams provided further guidance to


https://news.ontario.ca/opo/en/2020/03/title.html

Ontarians with respect to public health measures and social distancing.

Actions Taken:

The Chief Medical Officer of Health issued a directive to health care providers
and health care entities on updated IPAC Recommendations for use of personal
protective equipment. The directive has been attached to this Situation Report.
Public Health Ontario has posted a technical brief Updated IPAC
Recommendations for Use of Personal Protective Equipment for Care of
Individuals with Suspect or Confirmed COVID-19.
https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-
measures-covid-19.pdf?la=en
https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-

measures-covid-19.pdf?la=fr
A status update memo to Health System Organizations and Providers on the

work of the Provincial Command Table is attached to this Situation Report.
The case definition has been updated and has been attached to this Situation
Report. French translation is underway, and the ministry’s website will be
updated to reflect this change shortly. It is important to note that the case
definition includes prioritization of who should be tested.
The Public Health Agency of Canada has developed two new guidance
documents for health system partners:
o Community-based measures to mitigate the spread of coronavirus disease
(COVID-19) in Canada
o Risk-informed decision-making for mass gatherings during COVID-19
global outbreak
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https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-measures-covid-19.pdf?la=en
https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-measures-covid-19.pdf?la=en
https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-measures-covid-19.pdf?la=fr
https://www.publichealthontario.ca/-/media/documents/ncov/updated-ipac-measures-covid-19.pdf?la=fr
http://www.health.gov.on.ca/en/pro/programs/publichealth/coronavirus/2019_guidance.aspx
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/public-health-measures-mitigate-covid-19.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/public-health-measures-mitigate-covid-19.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/mass-gatherings-risk-assesment.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/mass-gatherings-risk-assesment.html

Situation:
» Case counts as of March 11, 2020:
o China: 80,778 cases; 3,158 deaths
o Asia & Oceania: 9,934 cases; 86 deaths (South Korea - 60)
o Europe: 19,243 cases; 729 deaths (ltaly - 631)
o Middle East: 9,641 cases; 361 deaths (Iran - 354)
o Africa: 110 cases; 2 deaths
o Latin America and Caribbean: 124 cases; 2 deaths
o North America: 1,107 cases
e United States — 1,010 cases; 31 deaths
e Canada - 97 cases; 1 death
» Five new cases were reported today in Ontario, bringing the cumulative total to

41 (this includes 5 resolved cases).
« All cases in Ontario so far have been travel related, with investigation

ongoing to determine the source of infection for one case announced
today.

« In Ontario, there are 465 persons under investigation with lab results pending.

e Today, the World Health Organization declared that the COVID-19 outbreak
constitutes a pandemic. Ontario continues to implement enhanced measures,
as announced last week, to ensure the province is prepared to respond quickly
and effectively to any scenario.

« Four new countries/territories/areas (Réunion, Jamaica, Democratic Republic
of Congo, Honduras) have reported cases of COVID-19 in the past 24 hours.
Over 100 countries have now reported laboratory-confirmed cases of COVID-
19.

e The Public Health Agency of Canada announced today that one former
passenger of the Grand Princess cruise ship who returned to CFB Trenton
yesterday has tested positive for COVID-19.

Actions Taken:

e Public Health Ontario developed guidance in English and French for
environmental cleaning for non-heath care settings.

« The Public Health Agency of Canada has updated the affected areas list on
their website.

A repatriation flight of Canadians from the Grand Princess cruise ship arrived at
CFB Trenton yesterday. The Red Cross is providing onsite care, with EMAT
providing some offsite support.

e The Public Health Agency of Canada has developed two new guidance
documents for health system partners:

o Community-based measures to mitigate the spread of coronavirus disease
(CQOVID-19) in Canada

» Risk-informed decision-making for mass gatherings during COVID-19
global outbreak



https://www.canada.ca/en/public-health/news/2020/03/statement-on-a-case-of-coronavirus-disease-covid-19-in-a-passenger-from-the-grand-princess.html
https://www.publichealthontario.ca/-/media/documents/ncov/factsheet-covid-19-environmental-cleaning.pdf?la=en
https://www.publichealthontario.ca/-/media/documents/ncov/factsheet-covid-19-environmental-cleaning.pdf?la=fr
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/covid-19-affected-areas-list.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/public-health-measures-mitigate-covid-19.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/public-health-measures-mitigate-covid-19.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/mass-gatherings-risk-assesment.html
https://www.canada.ca/en/public-health/services/diseases/2019-novel-coronavirus-infection/health-professionals/mass-gatherings-risk-assesment.html

Future scenario planning is currently underway amongst provincial partners and
stakeholders at regional levels and within many sectors. Further information will
be communicated as the process evolves.

Next Steps:

« The ministry is updating guidance documents and will distribute them once they
are complete.

e The ministry will work with and support local partners and the federal
government to support repatriated citizens.

o The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.
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Situation Report #45: COVID-19

Ministry of Health | Health System Emergency Management
Branch

March 10, 2020

Situation:
e Case counts as of March 10, 2020:
o China: 80,775 cases; 3,136 deaths
o Asia & Oceania: 9,545 cases; 75 deaths (South Korea - 54)
o Europe: 16,153 cases; 544 deaths (ltaly - 463)
o Middle East: 8,481 cases; 296 deaths (Iran - 291)
o Africa: 95 cases; 1 death
o Latin America and Caribbean: 90 cases; 1 death
o North America: 794 cases
e United States - 722 cases; 28 deaths
e Canada - 72 cases; 1 death
e One new case was reported today in Ontario, bringing the cumulative total to 36



(this includes 5 resolved cases).

« In Ontario, there are 112 persons under investigation with lab results pending.

« Three new countries/territories/areas (Panama, Mongolia, Burkina Faso) have

reported cases of COVID-19 in the past 24 hours.

e Over 100 countries have now reported laboratory-confirmed cases of COVID-

19.
Actions Taken:

e The Government of Canada has updated their travel health notice to now
include Germany, France, and Spain. Going forward, the Public Health Agency
of Canada will refer to the World Health Organization Situation Reports, its list
of affected areas, and will include the following language: “Health professionals
in Canada who are involved in the assessment and management of possible
COVID-19 cases and their close contacts are encouraged to consult these
tables in the daily WHO Situation Report to help inform their decision making.
The decision to proceed with laboratory testing should be based on direction
provided by the provincial/territorial public health authority.”

A repatriation flight of Canadians from the Grand Princess cruise ship arrived at
CFB Trenton early this morning. The Red Cross is providing onsite care, with
EMAT providing some offsite support.

e The Public Health Agency of Canada has developed two new guidance
documents for health system partners:

o Community-based measures to mitigate the spread of coronavirus disease
(COVID-19) in Canada
o Risk-informed decision-making for mass gatherings during COVID-19

lobal outbreak
« Future scenario planning is currently underway amongst provincial partners and

stakeholders at regional levels and within many sectors. Further information will
be communicated as the process evolves.

e As areminder, the ministry can be contacted through the Health Care Provider
Hotline for policy guidance related to COVID-19. At this time, the hotline is
unable to provide clinical advice regarding the management of cases.

Next Steps:

e The ministry is updating guidance documents and will distribute them once they
are complete.

e The ministry will work with and support local partners and the federal
government to support repatriated citizens.

e The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.

This e-mail may contain confidential and/or privileged information for the sole use of the
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Situation Report #44: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 9, 2020

Situation:
e Case counts as of March 9, 2020:
o China: 80,735 cases; 3,119 deaths
o Asia & Oceania: 9,387 cases; 75 deaths (South Korea - 53)
o Europe: 12,744 cases; 419 deaths (ltaly - 366)
o Middle East: 7,586 cases; 242 deaths (Iran - 237)
o Africa: 91 cases; 1 death
o Latin America and Caribbean: 88 cases; 1 death
o North America: 615 cases
» United States - 548 cases; 22 deaths
e« Canada - 67 cases; 1 death

e New cases in Ontario will be announced twice daily, at 10:30am and 5:30pm, on
Ontario’s website. It includes relevant information about each of the new cases
and this will be updated seven days a week. A news release about this change
can be found here.

e Three new cases was reported today in Ontario, bringing the cumulative total to
34 (this includes 4 resolved cases).

« In Ontario, there are 22 persons under investigation with lab results pending.

o British Columbia has reported the first death in Canada related to COVID-19.

« Four new countries/territories/areas (Channel Islands, Paraguay, St.

Barthelemy, Brunei) have reported cases of COVID-19 in the past 24 hours.
e Over 100 countries have now reported laboratory-confirmed cases of COVID-
19.
Actions Taken:

e The Ministry of Long-Term Care has developed a memo for the long-term care
homes sector that will reflect a change to active screening of visitors to these
facilities. It has been attached to today’s Situation Report along with new
signage (English and French) for the sector to reflect these changes.

« A status update memo to Health System Organizations and Providers on the



https://www.ontario.ca/page/2019-novel-coronavirus
https://news.ontario.ca/mohltc/en/2020/03/ontario-making-it-easier-for-public-to-stay-informed-about-covid-19.html

work of the Provincial Command Table is attached to this Situation Report.

e The Public Health Agency of Canada is now recommending that Canadians
avoid all cruise ship travel due to the ongoing COVID-19 outbreak. The Public
Health Agency of Canada is also advising all travellers monitor their health for
14 days after arriving back in Canada.

« Information sheets have been translated into four Indigenous languages
(Mohawk, Swampy Cree, Eastern Ojibway, and Oji-Cree) and will be uploaded
to Ontario’s website shortly.

e The Government of Canada announced repatriation flights for the 235
Canadians who are currently on the Grand Princess cruise ship. They will be
flown to Canada and will spend 14 days in quarantine at CFB Trenton. The Red
Cross is mobilizing to provide onsite care at the airport, with EMAT providing
some offsite support.

» The Public Health Agency of Canada has developed two new guidance
documents for health system partners:

o Community-based measures to mitigate the spread of coronavirus disease
(COVID-19) in Canada
o Risk-informed decision-making for mass gatherings during COVID-19

global outbreak
o Future scenario planning is currently underway amongst provincial partners and

stakeholders at regional levels and within many sectors. Further information will
be communicated as the process evolves.

« As areminder, the ministry can be contacted through the Health Care Provider
Hotline for policy guidance related to COVID-19. At this time, the hotline is
unable to provide clinical advice regarding the management of cases.

Next Steps:

o The ministry is updating guidance documents and will distribute them once they
are complete.

e The ministry will work with and support local partners and the federal
government to support repatriated citizens.

e The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.
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Situation Report #43: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 8, 2020

Situation:
e Case counts as of March 8, 2020:
o China: 80,695 cases; 3,097 deaths
o Asia & Oceania: 9,117 cases; 71 deaths (South Korea - 50)
o Europe: 9,350 cases; 259 deaths (ltaly - 233)
o Middle East: 6,917 cases; 199 deaths (Iran - 194)
o Africa: 82 cases; 1 death
o Latin America and Caribbean: 71 cases; 1 death
o North America: 527 cases
e United States - 464 cases; 19 deaths
e Canada - 63 cases
One new case was reported today in Ontario, bringing the cumulative total to 29

(this includes 4 resolved cases).

e A female in her 40s who returned from Colorado on March 2, 2020, and
presented herself to Sunnybrook's emergency department in Toronto. The
patient was discharged home the same day where she remains in self-
isolation.

« In Ontario, there are 55 persons under investigation with lab results pending.
o 8 new countries/territories/areas (Bulgaria, Costa Rica, Faroe Islands, French
Guiana, Maldives, Malta, Martinique, and Republic of Moldova) have reported
cases of COVID-19 in the past 24 hours.
« Over 100 countries have now reported laboratory-confirmed cases of COVID-
19.
Italy instituted a mandatory quarantine for 16 million people in the northern part

of the country that includes Milan and Venice until April 3, 2020.

Actions Taken:
e The Public Health Agency of Canada has developed two new guidance
documents for health system partners:
o Community-based measures to mitigate the spread of coronavirus disease
(CQOVID-19) in Canada
o Risk-informed decision-making for mass gatherings during COVID-19

lobal outbreak
o Future scenario planning is currently underway amongst provincial partners and

stakeholders at regional levels and within many sectors. Further information will
be communicated as the process evolves.
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e As a reminder, the ministry can be contacted through the Health Care Provider
Hotline for policy guidance related to COVID-19. At this time, the hotline is
unable to provide clinical advice regarding the management of cases.

Next Steps:

« The ministry is updating guidance documents and will distribute them once they
are complete.

e The ministry will work with and support local partners and the federal
government to support repatriated citizens.

o The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.
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Situation Report #42: COVID-19

Ministry of Health | Health System Emergency Management
Branch

March 7, 2020

Situation:
e Case counts as of March 7, 2020:
o China: 80,651 cases; 3,070 deaths
o Asia & Oceania: 8,766 cases; 68 deaths (South Korea - 48)
o Europe: 9,350 cases; 259 deaths (Italy - 233)
o Middle East: 6,109 cases; 148 deaths (Iran - 145)
o Africa: 31 cases
o Latin America and Caribbean: 48 cases
o North America: 419 cases
« United States - 365 cases; 16 deaths
o Canada - 54 cases
e Two new cases were announced last night, bringing the cumulative total to 28
(this includes 4 resolved cases). The cases announced last night include:



e A male in his 20s who returned from Italy on March 3, 2020, and
presented himself to Mount Sinai Hospital's emergency department in
Toronto. The patient was discharged home the same day where he
remains in self-isolation.

o Afemale in her 60s who returned from Iran on March 2, 2020, and
presented herself to Mackenzie Richmond Hill Hospital's emergency
department, in Richmond Hill. The patient was discharged home the same
day where she remains in self-isolation.

« In Ontario, there are 36 persons under investigation with lab results pending.

« 5 new countries/territories/areas (Colombia, Vatican City, Peru, Serbia, and

Togo) have reported cases of COVID-19 in the past 24 hours.
e The global number of reported cases of COVID-19 has surpassed 100,000.
Actions Taken:

« Future scenario planning is currently underway amongst provincial partners and
stakeholders at regional levels and within many sectors. Further information will
be communicated as the process evolves.

e The ministry continues to work with federal and local partners to support the
remaining repatriated citizens at the NAV Centre.

e The Emergency Medical Assistance Team (EMAT) has demobilized from
the NAV Centre.

« As a reminder, the ministry can be contacted through the Health Care Provider
Hotline for policy guidance related to COVID-19. At this time, the hotline is
unable to provide clinical advice regarding the management of cases.

Next Steps:

» The ministry is updating guidance documents and will distribute them once they
are complete.

e The ministry will work with and support local partners and the federal
government to support repatriated citizens.

o The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.
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Situation Report #41: COVID-19

Ministry of Health | Health System Emergency Management
Branch
March 6, 2020

Situation:
e Case counts as of March 6, 2020:

o China: 80,559 cases; 3,042 deaths
o Asia & Oceania: 8,282 cases; 61 deaths (South Korea - 42)
o Europe: 7,477 cases; 216 deaths (ltaly - 197)
o Middle East: 5,011 cases; 151 deaths (Iran - 148)
o Africa: 43 cases
o South America: 29 cases
o North America: 297 cases
e United States - 240 cases; 14 deaths
e Canada - 48 cases

e Four new cases were announced today in Ontario, bringing the cumulative total
to 26 (this includes 4 resolved cases). The cases announced today include:

e A couple, both in their 60s, who were aboard the Grand Princess cruise
ship of San Francisco, California. They returned on February 28 and were
assessed at Trillium Health Partners; both are well and recovering at
home in self-isolation.

e A male in his 50s returned from Iran on February 27 and was assessed at
North York General Hospital on March 3; he is resting at home in self-
isolation.

e A male in his 40s returned from Las Vegas, Nevada on February 28 and
was assessed at Toronto Western Hospital; he is resting at home in self-
isolation.

« In Ontario, there are 72 persons under investigation with lab results pending.

o To date, there are no COVID-19 positive cases among the repatriated
Canadians in quarantine at the NAV Centre. All repatriated Canadians at the
NAV Centre were released from quarantine today.

Actions Taken:

« A memo to Health System Organizations and Providers is attached to this
Situation Report.

e There was an error in the telephone number for Telehealth in the Self-Monitor
Fact Sheet in Farsi that was sent yesterday; a corrected version has been
attached in today’s Situation Report.

e A Future scenario planning is currently underway amongst provincial partners



and stakeholders at regional levels and within many sectors. Further information
will be communicated as the process evolves.

e The ministry continues to work with federal and local partners to support the
remaining repatriated citizens at the NAV Centre.

« As a reminder, the ministry can be contacted through the Health Care Provider
Hotline for policy guidance related to COVID-19. At this time, the hotline is
unable to provide clinical advice regarding the management of cases.

Next Steps:

e The ministry is updating guidance documents and will distribute them once they
are complete.

o The ministry will work with and support local partners and the federal
government to support repatriated citizens.

e The ministry continues to work with health system partners to understand their
needs with respect to personal protective equipment and other supplies.
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